
DEPARTMENT OF THE AIR FORCE 
305th air mobility wing (AMC) 

13 December 2024 

MEMORANDUM FOR 305 AMW ALL 

FROM: 305 AMW/CC 
1731 Vandenberg Ave 
JBMDL, NJ 08641 

SUBJECT: 305 AMW Critical Information and Indicator List (CIIL) 

1. The purpose of this memorandum is to provide the information and indicators that are considered critical 
with applicable protection measures to all 305th Air Mobility Wing personnel. This CIIL will be used throughout 
the 305 AMW.

2. Per AFI 10-701, a unit CIIL is developed and procedures are in place to control access to associated 
information and indicators. All 305 AMW personnel (military and civilian) and contractors who have access to 
critical information and indicators require a general knowledge of threats, vulnerabilities and their 
responsibilities associated with protecting it. It is important to understand that information derived from this CIIL 
is Controlled Unclassified Information and must be protected from inadvertent disclosure.

3. Critical Information: Specific facts (or evidence) about friendly intentions, capabilities, and activities needed 
by adversaries to plan and act effectively against friendly mission accomplishments.

4. Indicator: In operations security usage, data derived from friendly detectable actions and open-source 
information that an adversary can interpret and piece together to reach conclusions or estimates of friendly 
intentions, capabilities, or activities.

5. Questions concerning the 305 AMW CIIL or recommendations for additional items should be directed to the 
wing OPSEC Signature Management Officer, Mr. Paul Pruitt, at 754-0518.

KATHLEEN M. HASSON, Col, USAF 
Commander 

Attch 1: 305 AMW CIIL 

Controlled by: 305 AMW/XP 
CUI Category: OPSEC 
Distribution Statement / Limited Dissemination Control: DISTRO D 
POC: Paul Pruitt, 609-650-0518, 305amw.xp.emails@us.af.mil 
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ATTACHMENT 1: 305 AMW CIIL 

 
CRITICAL INFORMATION INDICATORS 

Mission intent, objectives, nature of mission 
type or user details 

- Schedules 
- Cargo/Personnel Manifests 
- Unique equipment or training requirements 

Alert, warning or execution order details - PAX and Cargo manifests, aircraft schedules or chalk listings 
- Increased activity at Aerial Port 
- Requests for alert facilities or ramp space 
- Association of code words with specific events 
- Associating world events with readiness of personnel and/or equipment 

Inability of 305 AMW units to support 
operational missions or exercises 

- Aircraft, equipment shortfalls or LIMFACs 
- Crew shortages 
- Maintenance or equipment reports 

Staging, operating locations and deployment 
routes 

- Flight plans/mission itineraries 
- Ordering of maps of AORs 
- Cargo/PAX manifests associated with locations 
- Deployment/redeployment dates, locations and routes 
- Specific mobility requirements and procedures 

Association of Operations/Exercises with any 
specific targets, country or OPLAN 

Abbreviations, acronyms, nicknames, or 
codewords with operations or exercises not yet 
publicly released through Public Affairs 

- Road to War briefing indicating adversary nation 
- Increased intelligence interest in specific country 
- Public Affairs guidance (PAG) 
- Country-specific threat briefings 
- Request for access to COCOM OPLAN(s) 
- Unique training requirements, equipment issue, medical requirements 
- Ordering of country-specific products such as maps 
- Exercise after action reports (AAR) 

Strength, disposition, availability, and readiness 
of units/unit personnel 
(DRRS-S information may become classified – Airmen 
must consult their UDM or DRRS trained personnel 
before discussing readiness information via NIPRNET) 

- Strength reports 
- DIM Reports 
- Unit Manpower Documents 

- Inputs to DRRS, SORTS, ART or other reports 

Effect of adversary activities and o perations - Vulnerabilities of facilities 
- Personnel at facilities 
- Non secure access points to installation, airfield or facilities 
- Flaws in gear/equipment 

Information Warfare (IW) activities 
planned/executed 

IW TTPs being executed 

- Use of non-disclosure agreements 
- Presence of MAJCOM/COCOM IW/IO planners 
- IW/IO (OPSEC, MILDEC, SigMan) Plans 
- Deviations from standard operating/maintenance procedures 

Alert information at JB MDL such as purpose, 
number of personnel performing alert, response 
times 

- Unique aircraft/equipment at JB MDL 
- Number of GOV/lodging rooms requested 
- Unique requirements requested by supported organization(s) 

Details of processes or procedures with other 
federal, state, or local agencies conducting 
operations at JB MDL 

- Critical Information and Indicators for those events will be published in 
mission specific OPSEC guidance; safeguard information as CUI until 
verified Unclassified by supported organization 

Exercise planning or participating efforts The 305 AMW Exercise CIIL contains exercise specific information 
that must be reviewed by all exercise planners and participants 

Details of missions in execution as tasked by 
TACC/618 AOC 

The 618 AOC CIIL must be consulted before discussing mission 
information via non-secure communications means 
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